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 Phishing is a fraudulent method in which attackers using fake websites steal 

user information such as login credentials and sensitive financial data. 

Therefore, this study compares four machine learning algorithms, namely 

CatBoost, XGBoost, Random Forest, and Decision Tree, in classifying 

phishing websites efficiently and accurately. In this study, the dataset used is 

the Web Page Phishing Dataset, which begins with exploration and 

preprocessing, which includes data cleaning, handling missing values, 

normalization, feature selection, and testing. Post-split. The data used has 

been divided into training data and test data, namely 80:20. The model was 

implemented using Python in Google Colaboratory. Model performance 

evaluation was measured in five main metrics, such as accuracy, precision, 

recall, F1-score, and AUC. The experimental results indicate that CatBoost 

achieved the best position with a performance of 89.57% in accuracy, 85.74% 

in F1-score, 88.73% in precision, 88.78% in recall, and 89.00% in AUC. 

XGBoost ranked second with a very competitive performance, followed by 

Random Forest, which was relatively stable with an accuracy value of 89.41% 

and an F1-score of 85.35%. On the other hand, the decision tree achieved the 

lowest performance with an accuracy of 88.69% and an F1-score of 84.10%. 

These performance results indicate limitations in handling complex data, as 

well as a tendency to overfit. Overall, ensemble boosting-based algorithms, 

especially CatBoost and XGBoost, outperform single trees in detecting 

phishing websites. These results will be benefical to progress in the next 

generation for the construction of intelligent based phishing detection 

system under machine learning. In addition, the outcomes of this study will 

gain momentum for future works where hyperparameter optimization, larger 

datasets and real-time applications for phishing detection systems can be 

focused. Furthermore, this work will contrast the application of ensemble 

algorithm in the cybersecurity field. 
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1. Introduction  
The rapid advancement of information technology has improved convenience but also increased 
cybercrime, particularly phishing. Phishing uses deceptive websites and social engineering techniques 

https://creativecommons.org/licenses/by-nc/4.0/
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to trick users into disclosing sensitive information, posing a serious threat to personal and 
organizational cybersecurity [1]. Phishing websites mimic legitimate ones to deceive users into sharing 
confidential data, such as usernames, passwords, and PINs [2]. Phishers are people who engage in 
phishing; they will send emails that appear to come from banks, online services, or malicious software 
[3]. Phishing websites are created by unscrupulous individuals to steal personal data, so fraudsters can 
also disguise themselves as legitimate companies to trick consumers into visiting their websites by 
sending Uniform Resource Locators (URLs) to collect personal data [4]. Phishing uses fake links to 
threaten the privacy of individuals and companies, making it a serious cybercrime [5]. Phishing 
remains a significant cybersecurity threat that targets individuals and organizations by attempting to 
obtain information through deceptive means, such as fake websites, emails, or messages [6]. Blacklist 
and whitelist approaches are often used to detect phishing websites, which are based on a database of 
classified sites. However, this solution has limitations because not all new URLs are registered 
instantly. Therefore, machine learning algorithms can be used to predict phishing using data patterns, 
rather than explicit formulations [7].  

Traditional machine learning models detect phishing but depend on manual, time-consuming 
URL feature extraction, making adaptation difficult as attackers create new, complex, and evolving 
phishing URLs [8]. Various mitigation efforts are necessary due to the increasingly significant losses 
caused by phishing attacks. One approach that has received considerable attention is the 
implementation of a phishing detection system using machine learning (ML) [9]. 

Several studies have been published that review phishing detection methods. Each of these 

papers examines recent developments from a different perspective. The authors of the journal [10], 

with the title "Optimization of a Web-Based Phishing Detection System Using a Decision Tree 

Algorithm," conducted research to develop a web-based phishing detection system utilizing the 

Decision Tree algorithm and the Rapid Application Development (RAD) method. The journal article 

[11] with the research title "Look before you leap: Detecting phishing web pages by exploiting raw URL 

and HTML characteristics," describes an end-to-end deep neural network trained using embedded raw 

URLs and HTML content to detect website phishing attacks. In a paper by [12] entitled "Inferring 

Phishing Intention via Webpage Appearance and Dynamics: A Deep Vision-Based Approach," they 

designed PishIntention as a heterogeneous deep learning vision model to address various technical 

challenges. This heterogeneity extracts the intent to steal credentials. The following paper, "Phishing 

Web Page Detection with HTML-Level Graph Neural Network" [13], The proposed model combines 

RNNs and GNNs, using RNNs to extract local DOM node features and GNNs to capture long-range 

relationships, enhancing HTML intent understanding. The paper, "Phishing Web Page Detection 

Methods: URL and HTML Features Detection" [14], explains test results that yield relatively similar 

accuracy based on the fact that URL and HTML syntax data are relatively consistent from year to year, 

as well as the development of rule-based applications for more effective phishing detection.  

However, most studies were based primarily on algorithms or simply focused on a class of 

algorithmic model (e.g., URL-based models, HTML, neural networks) without providing an in-depth 

comparative analysis between single-tree and ensemble algorithms for the same dataset. Thus, there 

is still a challenge with this respect such as which algorithm to be more adaptive, stability and effective 

for identifying new patterns of phishing attacks. 

With these similarities in mind, this study attempts to make comparisons of four machine 
learning algorithms (CatBoost, XGBoost, Random Forest and Decision Tree) for phishing web pages 
classification. The novelty of this research is the extensive measurement between the ensemble 
boosting and single-tree algorithms in various performance measurements so that a fairer 
measurement can be made regarding the advantages and disadvantages of each model. This study's 
outcome is anticipated to be foundational in identifying the most dependable and adaptable model for 
the development of a phishing detection system that is efficient, practical, and robust to contemporary 
digital security threats. 
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2. Research Methods 
This study uses a quantitative approach with a comparative experimental method. The primary objective 
of this method is to evaluate and compare the performance of four classification algorithms  CatBoost, 
XGBoost, Random Forest, and Decision Tree  in detecting phishing web pages based on the technical 
features of the URL. The Web Page Phishing dataset used is obtained from an Excel file, which contains 
various website attributes (features) on the Kaggle page. The Web Phishing dataset comprises 20 
attributes, one label, and a total dataset of 100,077 records. The following are the stages of the research 
method used: 
 

Dataset
Data Pre-

processing
Feature Selection

Train-Test Split
Data Modeling 

4 algorithms

Model Evaluation
Comparison and 

Analysis

Accuracy Precision Recall F1 Score AUC
 

 

Figure 1. Research Stages 

a. Dataset 

This study uses secondary data taken from Kaggle 
(https://www.kaggle.com/datasets/danielfernandon/web-page-phishing-dataset/data). Web Phishing 
data has 20 attributes with one label and a total data set of 100,077. The use of classification techniques, 
including prediction levels and accuracy values, F1-score, precision, recall, and AUC, yields the most 
effective, efficient, and reliable model for use as the primary component in developing a phishing 
detection system that is responsive and adaptable to changes in attack patterns. But it can also be 
implemented practically to protect against phishing attacks on various digital platforms. In this study, 
a comparison was conducted between four classification algorithms: CatBoost, XGBoost, Random 
Forest, and Decision Tree. 

Table 1. Description of attributes of the Phishing Web Page dataset 

Web Page Phishing Dataset Variables 

Variable Name Role Type Description Units 
Missing 
Values 

url_length Feature Numeric Total length of the URL Char No 

n_dots Feature Numeric Number of dots (.) in the URL Count No 

n_hypens Feature Numeric Number of hyphens (-) in the URL Count No 

n_underline Feature Numeric Number of underscores (_) in the URL Count No 

n_slash Feature Numeric Number of slashes (/) in the URL Count No 

n_questionmark Feature Numeric Number of question marks (?) in the URL Count No 

n_equal Feature Numeric Number of equal signs (=) in the URL Count No 

n_at Feature Numeric Number of at symbols (@) in the URL Count No 

n_and Feature Numeric Number of ampersands (&) in the URL Count No 

https://www.kaggle.com/datasets/danielfernandon/web-page-phishing-dataset/data
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Web Page Phishing Dataset Variables 

Variable Name Role Type Description Units 
Missing 
Values 

n_exclamation Feature Numeric Number of exclamation marks (!) in the URL Count No 

n_space Feature Numeric Number of spaces in the URL Count No 

n_tilde Feature Numeric Number of tilde symbols (~) in the URL Count No 

n_comma Feature Numeric Number of commas (,) in the URL Count No 

n_plus Feature Numeric Number of plus signs (+) in the URL Count No 

n_asterisk Feature Numeric Number of asterisks (*) in the URL Count No 

n_hastag Feature Numeric Number of hashtags (#) in the URL Count No 

n_dollar Feature Numeric Number of dollar signs ($) in the URL Count No 

n_percent Feature Numeric Number of percent signs (%) in the URL Count No 

n_redirection Feature Numeric Number of redirection symbols (//) in the URL Count No 

phishing Target Binary Target label: 1 = phishing, 0 = legitimate - No 

 
The Web Page Phishing dataset contains various features that describe the characteristics of URLs used 
to identify phishing patterns. The url_length variable measures the URL’s length, while n_dots, 
n_hyphens, n_underlines, and n_slashes count specific character occurrences. Special characters such 
as ?, =, and @ are also recorded, as they frequently appear in phishing URLs. Additional variables, 
including n_space, n_plus, and n_hashtag, capture rarely used characters that may indicate suspicious 
activity. The n_redirection variable counts occurrences of “//”, often used deceptively in fake URLs. 
Finally, the phishing label (1 for phishing, 0 for legitimate) serves as the target variable for machine 
learning classification. 

b. Data Pre-Processing 

In the data preprocessing research stage, 100,977 data sets were used, and the processing resulted 
in predictions of the most effective, efficient, and reliable models as the main components in developing 
a responsive and adaptive phishing detection system to changing attack patterns across various digital 
platforms. The data preparation process starts with selecting the relevant data, which includes 
examining and adjusting attribute data types. Once this selection is finalized, the following step involves 
cleaning the data. This is done by checking for missing values and then labeling attributes. 

c. Feature Selection 

The feature selection phase aims to identify the most significant attributes influencing phishing 
data. Once this process is completed, the data is divided into training and testing sets using a train-test 
split in the modeling process for the four algorithms: CatBoost, XGBoost, Random Forest, and Decision 
Tree. 

 

Figure 2. Features that influence phishing data 

Feature importance analysis indicates that attributes such as URL length, number of special symbols, 
and redirection indicators contribute significantly to the model's decisions, which is consistent with the 
general characteristics of phishing URLs discussed in the literature. 



    p-ISSN 2337-8646    e-ISSN 2721-561X 
 

 JTI C.I.T, Vol. 17, No. 6 January 2026: 269-279 

273 

d. Dataset Split (Train Test Split) 

At this stage, the preprocessed dataset is divided into two parts: training data and testing data. The 
previous preprocessing process includes several essential steps, such as handling missing values and 
data normalization, to ensure data quality and consistency. After the data is prepared, it is divided using 
a train-test split method, with 80% of the data used for training the model, and the remaining 20% used 
for testing the model's performance. By optimizing this ratio and implementing a train-test split, this 
study ensures that the model can learn from sufficient data and be tested on an independent dataset to 
objectively measure its performance, while providing flexibility for model validation if needed[15]. 

e. Data Modeling Four Algorithms 

Four machine-learning algorithms were employed in the modeling, including Decision Tree, 
Random Forest, XGBoost, and CatBoost. The Decision Tree algorithm served as a baseline model, while 
the Random Forest, XGBoost, and CatBoost models were used for ensemble learning. The modeling was 
done in the Python programming language using the Google Colaboratory platform. The algorithms 
were executed with primary/default parameters for this study. One of this study's constraints is the lack 
of hyperparameter tuning. 

i) Machine Learning 
Machine Learning (ML), also known as Learning Machine, is a branch of AI that focuses on 
learning from data, specifically developing systems that can learn "independently" without 
requiring repeated human programming [16]. Machine learning refers to the automated 
process of identifying important patterns within data. Through this approach, computers gain 
the ability to learn from human input and analyze data independently, without needing 
explicit programming. Machine learning algorithms enable systems to be trained for effective 
data processing [17]. 

ii) Python 
Python is an interpreter-based programming language that supports various programming 
paradigms, such as object-oriented programming (OOP), functional programming, and 
procedural programming. In this study, Python was applied to develop a lightning analysis 
program on transmission lines, utilizing an object-oriented programming approach to make 
the code structure more modular and easier to create [18].  Python is a programming language 
that uses an interpreter to run program code directly without prior compilation. It is cross-
platform, allowing it to run on various operating systems, including Windows, Linux, and 
others. Python adopts several programming paradigms from other languages, including 
procedural paradigms like C, object-oriented paradigms like Java, and functional paradigms 
like Lisp. This combination of paradigms makes Python flexible, allowing developers to build 
various types of projects efficiently and in a structured manner[19]. 

iii) CatBoost 
CatBoost, or Categorical Boosting, is an implementation of Gradient Boosting that uses binary 
numbers from the decision tree algorithm as the basis for data prediction [20]. One of 
CatBoost's unique features is its gradient boosting mechanism, which is well-suited to 
working with heterogeneous data and can improve stability and predictive performance. This 
methodology employs efficient coding, which can help reduce overfitting. Such an issue can 
impact model accuracy, so CatBoost was created to address this shortcoming and significantly 
improve accuracy[21]. 

iv) XGBoost 
XGBoost, also known as Extreme Gradient Boosting, is a highly efficient and robust machine 
learning algorithm designed for classification and regression tasks. It introduces several 
significant improvements over traditional gradient boosting implementations, including 
regularization to control model complexity and cache-aware optimization to improve 
efficiency [22]. XGBoost is a gradient boosting-based machine learning algorithm introduced 
by Friedman to improve performance in complex data analysis. This algorithm works by 
combining basis functions and weights, thus producing a model with a high degree of fit to 
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the data. XGBoost employs an ensemble learning approach, where multiple decision trees are 
constructed sequentially. Each tree created takes into account the prediction errors of the 
previous tree and assigns a greater weight to variables that are difficult to predict, as illustrated 
in Figure 3 [23]. 

 

Figure 3.  XGBoost Classification Representation 

v) Random Forest 
Random Forest is a highly versatile ensemble learning method that has found widespread 
application in various fields due to its robustness and high accuracy. RF excels as a classifier, 
particularly when learning from high-dimensional datasets or those with class imbalance, 
demonstrating significant success in handling complex data structures and imbalanced 
classification tasks [24]. Random Forests (RF) is a non-parametric ensemble method widely 
applied in classification and regression. It builds multiple random decision trees and ranks 
features by their importance to predictive outcomes [25]. 

vi) Decision Tree 
A decision tree is a hierarchical, tree-like model consisting of a root node, internal branches, 
and terminal leaf nodes. Each node represents an attribute, branches represent attribute 
values, and leaves denote class outcomes, enabling data classification through sequential 
decision paths from root to leaf [26]. A decision tree predicts target values using sequential 
decision rules, simplifying complex relationships between inputs and outputs. It measures 
data uncertainty through entropy, where lower entropy indicates more homogeneous and 
predictable data [27]. This entropy value is then used as a basis for determining data 
separation at each node of the decision tree. 

𝐸 = − ∑ 𝑃𝑖 𝐿𝑜𝑔2 𝑃𝑖

𝑛

𝑖=1

 (1) 

𝐼𝐺 (𝐷, 𝑓) = 𝐸(𝐷) − ∑ |

𝐷𝑣
−
𝐷

|

𝑣∈𝑉

 𝐸(𝐷𝑣) (2) 

 
vii) Confusion Matrix 

A confusion matrix is a useful method for examining potential bias when classifying data into 
different categories. It utilizes a matrix structure that represents both positive and negative 
classes. During model evaluation, the confusion matrix helps compute metrics such as 
accuracy, precision, recall, and error rate, where accuracy reflects the proportion of correctly 
classified instances compared to the total cases [28]. The confusion matrix can be calculated 
using the following formula: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 (3) 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃 
 (4) 
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𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 (5) 

viii) Area Under Curve (AUC) 
The area under the ROC curve (AUC) is a popular measure of diagnostic accuracy, estimating 
the probability of correctly ranking a pair of subjects. AUC is a measure of average sensitivity 
calculated based on all specificity values, including those that are clinically less relevant [29]. 
AUC is the area under the ROC curve depicted in the ROC plot. AUC is also a group-
normalised average of the sensitivity, specificity, positive and negative predictive values, and 
positive and negative likelihood ratios [30]. 

ix) Model Evaluation 
Model evaluation was conducted to assess the performance of four algorithms, namely 
CatBoost, XGBoost, Random Forest, and Decision Tree, using the Python programming 
language. The evaluation involves a number of key performance metrics that assess how well 
the model has classified the results: these include accuracy, precision, recall, F1-score, and 
AUC. F1-score is a holistic measure that captures both precision and recall, while accuracy 
reflects the proportion of all correct predictions. Precision is the measure of correct positive 
predictions, and recall captures the model's coverage of all positive data. On the other hand, 
AUC assesses how well the measures the direction of departure from the null hypothesis. 
AUC was selected because it gives a measurement in an overall sense about how good this 
model is to differentiate between phishing and legitimate classes at different decision 
thresholds, especially in the condition of imbalanced data. The objective of this assessment is 
to offer a comparison of findings as well as accuracy among all the algorithms for correctly 
classifying phishing data. 

x) Comparison and Analysis 
This study compares four machine learning algorithms CatBoost, XGBoost, Random Forest, 
and Decision Tree to detect phishing websites using evaluation metrics such as accuracy, 
recall, F1-score, and AUC. Due to having single structure, decision trees are one of the easier 
ML models to analyze feature relations. However, decision trees can be too complex and may 
lead models to overfit, and are less accurate than ensemble methods. Random forests strikes 
a balance between maintaining a low cost in terms of data and computation while reducing 
complexity and overfitting. This leads to lower overfitting in comparison to decision trees. 
While XGBoost requires more computational resources, it yields the best performance [31]. 
High accuracy, and the most consistent performance of the models, in addition to complexity, 
data handling, and bias from the ordered boosting [32]. Acceptable speeds and stability, with 
a more interpretable ensemble methods, to less outlined interpretability. XGBoost and 
CatBoost are the best choices. phish Detection. Decision Tree remains a good baseline, for its 
simplicity, and interpretability. 
 

3. Result and Discussion 
The results of the experimental study indicate that, when compared to the other algorithms, CatBoost 
outperformed the rest. This is based on the results of the accuracy, precision, recall, F1 measure, and 
AUC derived from the evaluation metrics. CatBoost’s performance can be explained by several reasons. 
First, CatBoost handles numeric and categorical features without additional and complex encoding 
techniques. This results in less data loss during the pre-processing phase. Second, ordered boosting 
techniques used in CatBoost are essential in countering the negative of prediction bias and overfitting, 
particularly in the imbalanced data situations like the phishing data that need to be detected. These 
results provide a comprehensive overview of the effectiveness of each algorithm in detecting phishing 
sites and serve as the basis for a comparative analysis of model performance, as described in the next 
section. 
 
 



JTI C.I.T p-ISSN 2337-8646    e-ISSN 2721-561X  

Comparative Study of CatBoost, XGBoost, Random Forest, and Decision Tree for Phishing Web Page Classification 

(Haryani, et al) 

276 

a. Data Preprocessing Steps 
The data preprocessing stage is a vital step before building a classification model, ensuring that 

the dataset is clean, consistent, and suitable for training and testing. In this study, preprocessing 

involved several key stages. First, data cleaning was performed to remove duplicates, incomplete 

entries, and irrelevant records. Then, missing values were handled using statistical imputation 

methods such as mean or median replacement to maintain data integrity. Next, normalization or 

standardization was applied to balance attribute scales, improving pattern recognition. Feature 

selection was then performed to identify the most relevant attributes, enhancing accuracy and 

reducing computational complexity. Finally, the dataset was split into 80% training and 20% testing 

data, preparing it for model development using CatBoost, XGBoost, Random Forest, and Decision Tree 

algorithms for reliable phishing detection. 

b. Application of Machine Learning Algorithms 
This study achieved an accuracy of 89.57% on a phishing website dataset using CatBoost, 

XGBoost, Random Forest, and Decision Tree algorithms. Performance was evaluated through accuracy, 

precision, recall, F1-score, and AUC metrics. A structured process from preprocessing to evaluation 

ensured reliable comparison, identifying the most effective model for phishing detection. 

Table 2. Results of Phishing Web Comparison Using Machine Learning Algorithms. 

Model Accuracy F1 Score Precision  Recall AUC 

CatBoost 89,57% 85,74% 88,73% 88,78% 89,00% 

XGBoost 89,42% 85,54% 88,58% 88,62% 89,00% 

Random Forest 89,41% 85,35% 88,71% 88,36% 88,00% 

Decision Tree 88,69% 84,10% 88,16% 87,25% 87,00% 

Gradient Boosting 88,39% 84,25% 87,39% 87,68% 88,00% 

AdaBoost 86,01% 79,77% 85,64% 83,78% 84,00% 

SVM 85,78% 78,71% 86,09% 82,84% 83,00% 

Logistic Regression 84,57% 76,86% 84,70% 81,51% 82,00% 

 
This study applied several machine learning algorithms CatBoost, XGBoost, Random Forest, Decision 

Tree, Gradient Boosting, AdaBoost, SVM, and Logistic Regression to detect phishing websites, 

evaluating each using accuracy, precision, recall, F1-score, and AUC metrics. The results showed that 

CatBoost achieved the best performance with 89.57% accuracy and an F1-score of 85.74%, followed 

closely by XGBoost (89.42% accuracy) and Random Forest (89.41% accuracy). The Decision Tree 

performed slightly lower due to its simpler structure and tendency to overfit. Gradient Boosting and 

AdaBoost achieved moderate results, while SVM and Logistic Regression showed lower accuracy and 

recall, indicating limitations in handling complex phishing patterns. Overall, the comparison 

confirmed that ensemble boosting algorithms especially CatBoost and XGBoost outperform other 

models in accuracy and consistency, making them the most suitable for phishing detection systems. 

c. Model Comparison 
The comparison chart illustrates the performance of eight machine learning algorithms in 

detecting phishing websites, evaluated using five metrics: accuracy, F1 score, precision, recall, and 

AUC. 
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Figure 4. Comparison Chart of Algorithm Calculation Results 

 

Overall, the CatBoost algorithm demonstrated the best performance, achieving the highest 
accuracy of 89.57%, an F1-score of 85.74%, and a strong balance between precision (88.73%) and 
recall (88.78%), indicating its reliability and consistency in detecting phishing websites. The 
XGBoost model followed closely, with 89.42% accuracy, an F1-score of 85.54%, and an AUC of 
89.00%, making it a strong and efficient alternative to CatBoost. Random Forest also performed 
well, achieving 89.41% accuracy and an F1-score of 85.35%, which offered stability but slightly 
lower performance compared to the boosting algorithms. In contrast, the Decision Tree achieved 
an accuracy of 88.69% and an F1-score of 84.10%. Although interpretable and straightforward, it 
lagged behind ensemble models due to its tendency to overfit. Gradient Boosting produced 
moderate results (88.39% accuracy, 84.25% F1-score), performing adequately but not matching 
CatBoost or XGBoost. Meanwhile, AdaBoost and SVM underperformed, with AdaBoost achieving 
86.01% accuracy and an F1-score of 79.77%, and SVM attaining 85.78% accuracy, demonstrating 
good precision (86.09%) but lower recall (82.84%). Lastly, Logistic Regression ranked lowest, with 
84.57% accuracy and an F1-score of 76.86%, indicating that it is less effective for complex phishing 
detection compared to advanced ensemble algorithms. 

The current results are consistent with previously discussed findings (intro); CatBoost and 
XGBoost were found to be the most suitable for complex and nonlinear data in the cybersecurity 
classification problems. XGBoost showed a very competitive performance with a short training 
time and efficient regularization. On the other hand, Random Forest had consistent performance, 
although it was more expensive to compute. The decision tree is interpretable, but its lower 
accuracy and F1 score showed it struggling with the sophistication of the phishing URL data. It 
should be noted that the performance gap between CatBoost and XGBoost is small (approximately 
between 0.1 and 0.2 percent). Since the difference has not been statistically tested, there is no way 
to know if it is significant or not. Thus, the results should be understood to indicate relative 
performance and not indicate that there is absolute superiority. To solidify the results, it would 
be beneficial for future studies to perform statistical significance testing and analysis on larger 
and more varied datasets. From a cybersecurity standpoint, the results show that, particularly 
CatBoost and XGBoost, boosting-based ensemble algorithms have promising applications for 
adaptive and trustworthy phishing detection systems. 

 
4. Conclusions  
This research analyzed four algorithms to classify phishing websites: CatBoost, XGBoost, Random 

Forest, and Decision Tree, based on each algorithm's experimental results and performance. CatBoost 
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demonstrated the highest performance and achieved the highest accuracy at 89.57%, followed by 

XGBoost and Random Forest, leading to a stable performance comparison. In contrast, due to the 

tendency to overfit and the inability to manage complicated data structures, the Decision Tree 

demonstrated the lowest performance. CatBoost and XGBoost, being boosting-based ensemble 

algorithms, excelled compared to the single-tree algorithms for detecting phishing sites. This study 

empirically proves boosting algorithms’ empirical phishing detection URL-based data literature to 

practically assist structured machine learning phishing detection systems. Despite its promising 

results, this study has several limitations, including the use of a dataset that only includes URL features 

without considering HTML content, DOM structure, or visual characteristics of web pages. 

Furthermore, hyperparameter tuning and statistical significance testing have not been performed, so 

performance differences between models cannot yet be declared mathematically significant. 

Therefore, further research is recommended to use larger and more diverse datasets, integrate HTML 

and visual features, perform hyperparameter optimization, and test the model in a real-time 

environment. Exploring other algorithms such as LightGBM or deep learning approaches also has the 

potential to improve the effectiveness of future phishing detection systems. 
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